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ONEIDA COUNTY LONG DISTANCE
STATEMENT OF COMPANY POLICY

When referred to iu Ille .r:llidclilw\' W!/ flIrt" I,,!lo II', "CompuIIY." "wc." or "11\"
re/en'lo (l1It1 inc/wh',\' till t!m"It~I'/!e.... (l.\\(}('illle,\·, (oul tI;.:ell'\ oJUneidll C(}II"~J' LOll;':
Di.\/(lI1cc.

Onl.:ida ('Olllll~ I.ong Dj"tancl: (the "Ct1111pan) ") has a duty to prolccllhl.:
tonliJcnl ial. Custollll.:r Propriclar~ Ncl\\{lr" 111 !i.mnal inn ('Ie PN I") Ill' nur Cllslollll'rs.
olhl,.'r tciCCOllllllllllic:.IliOllS carril.:rs. and equipment malllll~IL·lurcrs. rhcrdi.m.:. the
1'0110\\ ing guidelines shall hI.' l'ol1m\ctl h~ all cmplo) ccs and agl.:1l1:- of the l'ornpall) :

CPNI is all) information that relnt!.:s to the quantity. technic'll cnnfigUr<llinn.l)pc.
destination. !<,catil)tl. allu :lIlHllJl11 or usc 01" a Iclr.:r.:omIllLlllicalions SlT\icc subscribl:d to h)
an) Ctl')\(1Il1Cr of a telecomlllunications carrier. and Ih'lI is mi:lde <l\ i:lilahle [0 the carrier b)
the customer soll'l) b) virtue orthe earrier-cus[omer n:lation~hip. CllNI also inclw.ks
information ciH1taillcd in the hills pertaining [0 the h:lcphol1e exchange s~nice or
t~krholle tCl11 scn icc rccci\ed b) a customer ofa carrier.

Proprie[at') inllJnnation or our eustomcrs. olllL'r teICC0I1II11Ullic<ltiol1s carriers. and
cl]lIipmcllt l11anllractun.:rs i~ prntcc[cd b~ I'ederal 1.1\\.

LPNI \\hich the ('olllpnn~ obtains from <1I10ther carrier 10r the plJrpOSC of
pro\ iding a particular telecommunications s~n icc ma) be llsed onl) !()r the
prm ision oftlml ~el"\ icc. and 111:1) not he used tor an~ otherwise unrelated
marketing. ell(lr!s.

Indi\ iduall) Idcntiliahk' CPNlthat \\e ohtain b, providing <'1 tclCC01l111l1l11ic:'lIillllS
sen'icc 111<1) be used. disclosed. i)r released ouly ill the circulllstances as :-;et I(lrlh
in lhe ('Olllp,lIl)'S ('PNI Opcrating Guidelincs.

Thl' relcllsc of::lIIy ('liN I h) sales Ilcl'sound must hc lIuthoriLCcJ hy II supl'nisor.

The Company t:lkcs sel'iollsly (he proteclion of Otll' customcrs' CIJNI, and in
:lceonlllnce \\ ilh -t7 c.r.R. § 6-t.2009 will he subjt'el to diseipJinlll";' "cvic\\ for
villl'llion uf Ihe polit'il'S sci forth ;Iho\ (' llUd in Ihe S1;ttcmcnt of ('()Illll11Ily Policy lind
CPNI Open,ting Pl'Oecdurcs. Ondda ('ollnl~ Lnn~ l>ist:lllce i~ II \, holl~ on ncd
!'llhsidiar) ofOllcida ('flUIII~' H.u.-al Tclcplwllc. l~mJllu~eeswhu perform "urk fur
Oneillli Counly Lung Ilislance ..dhcrc 10 till' Oncidll Counly Ruml Telephone
Silitemeni ofComllllll~ IJoliey lind CPNI Opl'rolling Cuidl'linl's. PIClISl.' conllH:1 ~IlU"

Sll )len isur if) nu hl1\'e 1111)' q ue!'t inns or "C(I tI ire add iIjUlia I ill form :Ilion.



Oneida County Rural Telephone
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Oneida Connty Rnral Telephone
STATEMENT OF COMPANY POLICY AND

CPNI OPERATING GlJlI)ELlNES

Whell referretl/o i" Ihe Guideliue,\ 'iel forllt he/oil'. "CI1III/1'tltJ'." "11'1'," or ..II .. ·· refl!f\' /0
tlml i"c:!lIlle.\ ullel1lp/oyee\. /I\\ocillle,\, /lilt/ o;.:el1f\ of O"eitlu County Rtlml Teleplume.

Thc~c 0rcrating Guidelines relating. 10 l'LJ~IOll1Cr PmpriCltll') NL'I\\~)rk Infbrm<ltion
C'CPNr') arc intended 10 cnSllr..:: the cOlllpli:lIli.:c h) Olll:illa COUll!) Rural rdcphom.: (the
''Compan)'') "jlh tht.: ('n1l1lnunic;l1iom. I\cl or 193..L a~ amended. and related rcguhllioll:­
regarding CPNI lhal ha\c been adopted h) the h~lkral Communications COlllmission
(""ce'), I\ccon.lingl). from time to time. thesl.' glliddint.:s Illa) clll.1nge based nn changes
in thL' gm ~rnillg 1<1\\ or l-(T regulations.

Oneida CL'lll1l) Rural I'el~phone has a dUly 10 pruteci the clmlidl'lllial Cus\{)J1ler
Proprietar) Nel\\orl-. lnronnatioll c·cllNr·) llr our custollll'r:-. \lthl:r lelccoml1l11l1iciltion:.
carriers. anJ equipmcnt malllll~IC\lIrcrs. rll~n.. !(lt·~. Ihl'SI' CPNI Operaling Ciuiddines
shall he r01l0\\cd b) alll:lllpll))CCS and agents of the COlllpall).

CPNL Clcwrding. 10 lixleral la\\. is till) in!tmnfltioll that relales to Ihl: quantil). lecllllical
cOllliguralilHl. I) pc. dl'stinalion. localion. and amount or lise of a ll..'IcCOlllll1l1nici.llion~

scn ict.: subscrihed to b) an) Ctlstlllller 01" Ihe Clllllp'II1). and Illat is mude mailabk 10 Ihe
COmpilll) h) Ihe cuslomer sl\ld) b) \ irlUI' of the Com pan) -cuslomer relalionship. CPN I
also includl:s inlorlllillioll C<lnlainl:d in the bills pertaining \(1 Ih.... tell:phollc exchangl'
ser. ice or lell'phone loll sen ice rt.:cei\ ed b) a I.:w.({lIl1cl" (11" the ('01llp'11l). This Iypl' of
information illl.:ludcs pl'rsonlll iniornllllion :->llch as: Ihl' tclephonc IlUmhl'rs called h) a
cuslo1ller: Iht.: lenglh l)f phonc 1.:i11b: ilml sen ices J1un.:hased b) il Clislolller. such as call
\\aiting.

Fl'claol felll' (/1\0 (.'ol/(l'l1Jpla(l'\ dafll referred III (1.\ '·l'/{.\Iol/le,. i,,/orll/a/iol/" £/II£!

".\/Ihw:,.iha 1i.\1 il//orma/ion" .,he\(' 'Y!J(!\ 0/ dul(I do IW/ iI/mh'e per,ml1o!, il/(!il'idll£/l~l"­

idellti/iah!1! ill/o/"/l/(/Iioll. ,lggl'l!gah' l'IIHOII/('r ;II/o/,II/otioll ;\ dala Iholre/oles /oa group
01' C(ltt!~OI'l' 0/ CIIsItJ/lH'1'\ jmw which ;l/(lil'iduoll'u,\fo/JIe/, idcl/tities olld ('//(//'(/cfe";\Iil',, .

!/lJl'e ''''('11 J'('lIw\'('d:w!J.\cri!Jer li\1 ill/orlllu'ioll i.I dolo ,\Ill'll (/\\u!Jwl'ihel' 1101/1(".
adtlre\'e.\, ulld ,dCI,hol/{' 1/1I1II!Jl'n "the ('OI/(f1aIlY'\ ()/1('1'0/ illg (,. /lie/eline.\ (Idtlre.\.\' O/l~j'

/et/era! I'l'gll!(If ;01/.\ fhal are 1I1J/Jlicoh!e If) ( 'I' \ I.

I he Cnl11pan~ ad.l1C"l\\ kdg~s Ihal:
(I) Propril:lar~ illlorlllilli(lil of our 1'1lslol1ler~. olher lelecol11111unicali('Ils carrier!;. ami

equipll1Clllll1illlllraCIUl'erS is rnHl',.:ted hy I t.:dcrall:l\\.
(:!) CPNI \\hith llll: ('Ol11r,lI1) ohtains from ,mother carril:r liJI' Ihc purpose or

prn\·iding a particular Iclcwll1111lmil:aliol1s scn il.:c rna) he used onl) for the
pl'O\isioll or thai sen icc. ilml 111a) not hI.: uSl..'d for all) othcl'\\isc unrelated
mal'''-clillg dl()rls.
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(3) Indh iuually identifiahle CI'Nlthat \\c obtain h) prmiding a tL'lCl.:OIllI111111icatiollS
scnil:c may he used. disclosed. or released O"~I' in the circulllstances as sct tl1rth
in these CPNI Optr<lIing (iuidclillL'S.

Ihl' Compi.ll1) :-l1all take rcasonabk Illcasurt:s 10 discO' l't' ~lIlJ protect against nllcmpts lo
gain 1l1l<lUlhori/cd aeees" 10 CPNI. I Ill' ('Ol11p;:ll1) shall properly authenticate a customer
prior to disdo:-in£ CPNI ha~cd IlIl l:usto1llcr-initiatcJ Iclcph(lllc contact. online aCl:Ollllt
aCCl·SS. or all in-store \ isi!.

The ('(.mll.lIl) lakes seriously Ihe protccliull IIf our l'USIUll1lTS' CPNI, llud in
accord:tnc(' with ..a7 erR 6·t2009, l'mplo.' Cl'S n ill he suhjl'ct to diseiplin:II)' revil'''
ror ,'iol:lIion of thl' IlOlicics set rorth hercin. ElIlllloyCl'S shouhJ conlact thcir
su Ill' I" isur if Ihe.' h:l ve :1Il.' (I nest iOlls 0.' I'C(I u in' add it illl! al in rOl"ln:l1 ion.

11111)1)I"t:llli Odiniliun~

.!e("(llln! In/orll/alio//. "Acwunt information" is inli.)rmalioll Ihat is sp~cilicall)

C~lIll1l'cted to the customer's ser\ic~ rclationship \,illl the carrier. including such things as
all ~ICCOlIl11 nUlllber or <Hl) eompOnelll Ihereof. lhl' tclcphl'llc numhcr assodatcd \\ ilh the
account. or Ihc bilrs amount.

.Iclt/res., (JlR£'c:oI"C1 All "addrcss of rcwrJ", ,.. hcther postal or eleclronic. is an
addn:ss that the carrier has associat<,'d \\ ith the cuslOlm::r's accounl 1f.1r at Icnst 30 days.

('fill Delai//II/ormolioll I\n) int(mnation Ihal pcrtain:. 10 the transmission llf"
specific tdcphollC calls. including. Illr outbound calls. the nurnh~r called. and thc time.
Illcatioll. or duration of an) call and. for inhllund calls. Ihc 1ll1l11hcr li'l1m \\ ilh lhc call was
placcd. th~ tim~. 100::ation. or ulll'atioll (It':lll) call.

('/Isloll/cr. A customcr or a leh:colllIllLlllic<llions carrier is a pcrson or
cmil) to" hich lhc td.::n)llllll11nic<llit\lls carricr is cLll'r~lltl) pHn iding scn"icc.

Opf-ill ap/Will'af Ih~ term ··opt-in appnn al" rd"ers to a 1ll~thod l"or obwining
cust('llllCr C{lllScnt to llS~. disclose. (Ir p~r1l1il ilCL:CSS III the customer's CPNI. I"his
appro\al IllcthoJ r~quircs thm thc carricr ubwin from lhc custol1ll.::r aninnati\c. expr~ss

consent allo\\ing thl.' r~qu~stcd CPNI usage. disl:!nsllrc. or access ancr Ihc customcr is
pro\ ilkd nppr0priatc llotiJiL:atioll or Ihc c;micr's rcquesl con~istent \\ ilh the r~qtlircments

sci forth in this subpart.

Upl-IIW lIpproml. I he tcrm "0pt-(lUt apprO\al" rcll.:r~ 10 a method lor
obtainilH! customer consent to lISC. discl0sc. or permit access to thc customcr's ePNI.
lInder this apprO\al mcthod. <l cuslomcr is de~ll1ed In ha\e conscnlcu to usc. disclosur~.

or access to thc custOl11l'r's CPNI it" the custolller has l~lil~d 10 objeci therct0 \\ithin the
waiting period dcscribcd in 64.200R(J)( 1) allcr thc customer is pHn idcu appropriate
nOlilicalion or the carrier's rcqucsl Ill!" Wllscnt consistent \\ illl the rules in this suhparl.
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Te!e,,/uJl/t' lilli/lin'" a/recol'd I hL' h.'kphonc l1umbl.'l" ass()l:iatcd \\ ilh the 11l1dcrl~ ing
sen icc. Ilollhc tdcphnnc !lumher supplicd as a CUSIOllll~r"S "contact inl(mnation".

"alitl p!UJlO Ill. 1\ ", alid photo Ilr i~ a gO\ l'rlllllcnt·jssllcu means or
personal idcnlilicali~)n \\lth a ph\Hograph such ;'IS driver's license. passport. or
wlllp:lrabic II) lhat i ... nnl..::-.pin:d.

Gelleral
Unless required h~ la\\ or "ilh Ihe apprO\.al ofthc I.:llstnmcr. the COlllIXlll) will (llll~ lise.
disclose. or perlnil an:css to indh iduall~ idclllilicJ CPNI in ils prO\ isiol1 01":

(I) rhl.' Ickl:OlllIllUnicati\l11S sen icc from \\hich the inli.mnatinn is dcri\\:d.
(2) Sen il'cs necessar~ Hl. or us~d in. Ih..: prm ision of th~ tch:cnl1l111Ul1il:atiolls

scnice. including the puhlishing of dir..:!.:tories.

rill: Cnmp,lIl) uses CPNltn:
(1) Initiatc. rcmkr. hill. and wlle!.:t lor tc1ccOlllnllmiL:atiolls s":l"\'ices.
(:!) PrO' ide inhollnd lIHirketing. referral. or administrati\c Sl'f\ ices to the custolller

for the duration 01" the I:all. ir the call \\as initialcd h) the customcr alld the
customer apprO'cs orth..: C01llpan~'s usc to pn)\ ide such scn icc.

(J) Pro\idc call location inlormation collc~l"Iling Ih~ user (11' a collllll..:rcial mohilc
scn icc ill cerwi n srcei lied elllL'rgcllC) situat ions. if aprl icable.

Exceptions
Ihe Com pan) nUl) usc. disclose. or p..:nnit access 10 CPN1. \\ ithoul customer approval.

on1) as lkscrihcd hdm\.

Ihe Compan~ ma~ usc. disclose. or permit <ll:Cl'SS to CPNI lor the purpose of providing
or marketing. Sl:f\ icc offerings tlmnng the categorics of sef\ icc (i.c .. loc:.ll. intercxchangr.:.
and Ctv! RS) 10 \\ hie h ou r eustnmer al read ~ suhsni hes \\ it hout l:Ustolller apprm <I I.

II' <l cu:-.tolller subscribes 10 more than olle categol'} or sen icc nllcn.:d h) our Comp<'lIl).
then the Company Illa) share CPNI allwng our alliliated cntitics tllat pro\idc a scn'ice
ollcring to till' clls!lmler.

If a custOlllr.:r oocs not suhscribe tn II1me than on..: pn~rillg of (lur COlllpan~. then lhe
Comp<'lll) \\ill not share that clisIl'rm~r's CPNI \\ith its alliliales. l::'\ccpt in accordance
\\ith the Opt-out procedures described bdtl\\.

Ihe COmpml) 111<1) usc CPNI. \\ithout customer apprmnl. 10 market scn ices lorlllr.:rl)
kllll\\-n as adjunct-to-basic sen iCl:s. such as. hut not limitr.:d to. spcl.:d dialing. computl:r­
prO\ idcd director~ assistance. call monitoring. call tracing. call bll1cking. call return.
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r~rC,1l diuling. calltrad,ing. call waiting. c:1I1~r I.D.. l'allll.)I·\\arding. and certain Centrex
I~alurcs.

rhe C'OIllPi.ll1) l1la~ u:..c. disclose. or pennil act.:l'SS 10 CPNI. \\itholll customer arprm<ll.
in i Is Pf(H'ision of iI1siuc \\ i ri ng iIlslallal il Ill. mai nll'llancc. ami rr.:pa ir sen iccs.

rill' COlllpan) IlHl) also lISC. disclllSC. or permit access 10 CPNI [0 prol.:ct its rights (If

JlHlJlCrI). or III protect L1sers or those sen ices :lnd l)ther cmricrs I"l'<llll I"rnlltluknl. abusiye.
O!' L1n!;.!\\ ful usc or. Of suoscriplinll In. such sen iccs.

Notification
Prior to all) solicitatioll for CLlslOIlWI' apprO\al. till' Comp::ll1) \\ill prlHidc llolilkaliolllO

lhe cll~t('rner of the cu:.tol1ler"s right to reslrid usc o[ discln..;un: l)[ and acccss 10 that
cllstnllll.:r·~ CIJNI. Ille ellstollll'r nOlilkatilm shall pl"O' ide sufficient inl<mnatioll 10
enahle the customer 10 make all illli)r1lleJ decision as to \\hether to permit the C'omp,lIl)
10 usc. disclosc. Ill" permit acccs~ 10. the CllS\(Hnl.'r'S CPNI.

The (\\Olpan~ "ill mainlain l\:cords (l( notilication. "hl'lhcr oral. writtcn. or electmnic.
lor at lenst onc Yl'ar.

All 'Hillcn notices "ill:
(1) Stale that the cllshllller has a right. and the ('OlllPi.ll1) has a dut~. undcr I·cdcral

la\\. 10 protect the eonlidcnlialil) ol"CPNI.
(2) Specil) the I~pes or infonnmillll that Cllllstittile CllNI and the specilic entities

that "ill rl'ceive Ihe CPN1. desnibe the puq1l)se~ fOl" "hich CPNI "ill he uscd.
and inrorm Ihl.' customer or his or hel" right 10 disnpprm e thosc lISCS.•md dell) or
"ilhdnl\\ acccss 10 C'l'NI al all) timc.

(3) Alh ise thl' cuslomer \)1" the prccise steps the custolllt:r must ta(..e in order to grant
or lklly al'Ct:SS to CPNI. '.lIld must clear!) sll.lle that a dt:niul (l(approval will not
arti:ct the prmision (lran) scniccs 10 which thc cllslonH:r suhscribes. Il(meycr.
thc COmpi.lll) ma) rnn ide a brief slatcment. in clear and Ileutwl languagc.
describing conscqucnces directl) rC:"oulling li·ollllhc lack ofaeecss to CPNI.

(4) Bc compn:hcnsiblc alld lIlllsl not he lllisleading.

Ir\,ritlcl1 nOlilication i~ pnn ided. the notice must hc clearl) legihle. lise sullicicntl) largt:
lyre. nmJ he placed in an area so as 10 he rcadil~ uppal"cnt tel a Cllst0111er.

The Comp:ln~ Illa) state in thc llotilil:aliol1 thai thc CUS\l)l1ler"s aprl'O\al to liSt' CPNI nw)
cnlmnce the cJrricr's ahilit) 10 ofli:r product" Jnd "en it'cs tailored 10 the customer's
necds. Thl' Carrier also ma~ slal~ in Ihe nolilicalioll that it llla) hc compelled to disclose
CPNllo an) person upon anirmtlti\c \\rillCIl request by 1111.' CllstOIl1l.'r.

Ihe Carricr l11a) not illclm!L' in the llotilicatillll an~ statcmcnl attcmpting to encourage <I

customer to frec/e third-part) access 10 ('PNI.
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I'lll' notification must S\;.ll~ thaI <Ill) appnH.lI. \)1' denial or appn.1\ aL Illr till' usc 01" ('PNI
outside or the sen icc to nhich the cllsllllllcr aln.:ady sllhscribcs I"mlll Ill\.' ('Olllrall) is
nil ill unl i1thl' clistomcr alli rlllal i\ cl) rc\ (ll"l'~ l)r Ii III iIs such appro, aI or {iL'n ial.

[he l'ornpan)'s snlicitation for appnnal 11111S( hl' prcl'\irnalc t{1 the notification or a
(,.'lISIOllll'r"S CPNI rights.

Cuslomer Apprm:ll ro.· usc of CPNI
Olll'ida ('ount) Rural Ic!l'ph{llll' docs not gi\!.: CPNI 10 am thirJ p;lrlics l''.:ccrt as
Jiscusscd hd{)\\. No third pari) is e\er gin::ll access to our l:LlS[Ol1l1.:rs· prnpriClar)

l1d\;,.orl.. int\ll"1ll<Jlion I'M the purrtl...c III' markcting. Oneida (\Iunt~ Rural IclcphollC does
not initiate c;'lll" to cllstomcrs fl\!' tile purpose 01" saks or 111arkctillg.

Oneidn COllllt~ Rural Ickphl1llC curn:ntl) llses the llpl-out method fiX obtilining approHIi
to usc CPNI. Custolllcr$ arc notified hi-annual I) ot'lhcir right to approve or dcn) usc of
their CPNI. I he cont.... ntl'. of each notilic:llion t:ornrl) \\ith thc standards dcscrihed
ah{,\c. I he llolilicatiolls deline the applicahle waiting period ti)r a response hefore
aprrO\al is assumed. Arter mailing. the Cornpall) \\ails'W-da~s (or in its discrction a
I('nger period (\r time) aller gi\ illg customcrs such nOlice and an oPPoriunit) to Opt-out
hellll"t.: a""ull1ing cust01lll:r appl"{n'al h\ lise. disclosl:. or pt:r1l1it <lCCl'SS In CPNI. rile:
\\aiting period hl'gills to run 011 the third da~ li\l1{ming thl: date that the nntilil.:<ltit)t} \\as
nwikd.

I he (\'l11pan~ 11la~ usc Opl-out appnnal to (,htain a cust()ll1Cr'S l.:nnscnt h\ share CPNI
allwng thl' C{)l1lp;'lll)'S ;.Iniliate....

ACC(lUllt$ for customcrs \\ho dK\(lSC tn dell) access to thl'ir CPNI arc marked as "CPNI
Restricted". Ira customer has rrC\iOllSI) denicd USl' nfCPNI and initiates a calltt) the
Cornpan). onc-timc eustomcr autlll)ril.atiol1 Ii.)r lise nfCflNI is (lhwined \l'rhally rromth~

customer at (hm timc. I hc Company l10tifies the customcr that their \\<Ii\cr of the CPNI
requiremcnts i~ Il1l' thl' duration or the c,,11 onl). rh~ contents of an~ ,>ud notiticati{lll
must compl) \\ith the requiremcnts Illl' Notilkation Scction aho\c. cxcept that the
COll1pal1~ m,I) omit <In) of the fnllm\ing notice pt"\l\isions ifnot rl'lc\antto the limited
usc for "hil.:h the Compan) sec~.s CPNI:

I. I he Compan~ need lwt ad\ ise customers that if Ihe) ha\e (lpted-out
pre\ iOllsl). IlO action is needed tll maintain the Opt-out ek'eti(ll1:

1 If the l\lIllIXln)'s limited CPNlusage \\illnot result in lise h). (If disclosure
to. an affiliatl: \\1' third part). tl1cllthe COmpWl) necd not ad\ isc cust(llllcrS that
thc COl1lpan~ 111<1) share their CPNI with the ('OIllIl<lIlY'S afliliates or third
parties nnd nCl'd not name those cntities.

3. Ihe CI\mpan) nCl:d nol disclosc the 1lle<lns h) \\hich a customcr can den) or
\\ithdra\\ ruture access hl CPNI. hut the COJllpan~ must th~tl explain to
cllstomcrs lhat the seope of the apprmliithe COl11pall) seeks is limited to one­
time lise: and
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-L Irlhe (\)I1l'Xll1~ c0J11I1111nil:atl.:~d ..arl~ lhal the cllshllllCf call dell) access 10 his
CPNI for the c.lIl. thell the ('(lIl1IXlIl) 111<1) (lmi, disclosure of the precise str.:ps
a customer lllust ta~c in ordcr \(1 graIl! or dcn~ access [0 CPNI.

Whik a customer Illa) (1rall) appnl\c CPNI llsagL'.. the ('()lllpan~ has the: burden or
demonstrating such apprO\ al has hccl1 gh ell. When this olle-limc alllhl)rilalioll IS
(,btaincu from a customer. a memo is pUI 011 their account. rvh:rnns remain 011 a
Cllsl<lll1l.:r's aCC(llJllL pl'rnwllcml).

Appro"tl or disappt'mallo lI"C. disdosc. nl' permit access to a Cllshllllcr's CPNI obtained
h) the ('om pall) 111usl n:l11:lin in enccl until the customer re\llke~ (If limits such approval
or disappnnal.

Rt'cnrd~ or appro\ <lIs to USl' CPNI. \\ hether or;l!. written. or electronic. arc maintained 10r
at leasl om: ) car.

C:lIII)('hlilllltIUiric~

Thl.' Compan) "ill uisdJse call ddail inlc..mllation* tn a customer (a person listeu on the
aCCOlll1t) olll~ in onc (If lhe 101Il)\\ ing situations:

I. Ihe customer is able t(l prmiue thl.' call uclail inrmtlliltion \\<ilhoLlt assistance.
Ihe customer I11Usl pnwidc the nLlInber callcd. the d,lIC llf the call. the timl.' or Ihc

call. and Ihc Jm'llion of Ihe call. If the~ prO' ide all of these items, "I.' may
discuss the c;1I1 detail illlc..lnlwtion prO' itku b) thc customer.

.., I hl' customer prO\ ides Ihe account pass\\ord.
3. I he customcr is on-site. and prm ides a \ ;llid photo llJ. matching thc name on the

accnUllL
-L We call call1he customer hac\.. attht' tclcphonc numher nfreeord.
5. We t:all mail the informal ion to t11l..' adJress 01" record. \\ e can also e-mail the

illll.1rtlwtion tl1lhc l>lllail audrcss llfrecord. irone e,isls at the timc of the inquil").
All) address of n:wrd must be cstahlishcd for.YO da~s prillr hl the inquir).

*Call delail inll.mllation Il.w Im:al calls is nnl) prm idcd \\ illl a suhpol.'ll<l.

F:st:thlishmclIl of ACCOUIII Pas..." ords
Bell.)rc cstahl ish ing all aCl:ounl IXISS \\ oru. thc CtlSllHllCr sr.:f\ il.:C rr.:presellial i\ r.: must \ cri I)
that he'she is spca\..in);! \\ith a pcrSllll listed 011 the <lCCOlllH. \\ithout IIlr.: usc or rcauil)
,l\'ailable biogmphieal infnrlllalion or <It:l:ounl informalion. using tlllC or the Il.)IIO\\ing
mcthods:

1. I he custOlller is oll-sitc. and prm ide:-. a \ alid pholo ID. matching Ihe nalllc on the
account.

1. We ",Ill call the cust(llllCr had at thc telephone llumhefl1frecord.
Account pass\\llrds Illllst be bet\\een si\ amI eight eharaclers. contain <II least olle number
and OIlC special s~lTlhol. p,lss\\ords arc nol cast' sCllsiti\e.
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If i.l customer culls and has f(xgnttcll thdr aCCllllll1 pas~mnrd. the customer service
n.:prcscnlati\c must \cril} thai he/she is ~rcal..illg. \\ilh a pi.:rson listed on the nCl..'ounl.
\\ itholll the usc (11' n.:adil~ l:J\'ailablc bingraphil:i.ll inliH"lnaticlll (lr account information.
using olle of the !i}IIi.l\\in,g. Illethods:

I. 'I he ClISll)1lll:r is on-sill..'. :Ind prll\ ides a \lIliJ photo ID. matching the name on the
account. rhCll \\C must l:fcalc a nc\\ pass\\ord.

, We call ca11thc customer had <lIthe IclcplHHll' numher of record <Ind create a llC\\
pass\\ord.

3, We can mail a l1e\\ pass\\i.1rd to the address Ofn.:cl)rJ.

Online Actonnl Access
CuslOmers of Oneida COUllt) Rural I~kphone ha\\.' the option \)1' \ic\I,ing and pa) ing
their hills online. No ncwunt changes can he Jll<ld~ l\lllinl:. Customers Illust call thc
Busincss Ollin' 10 lTcate an ol1linl' ilCC{llJllL llefore ncating thc account. the customer
.;;enice rcprcsent<Jti\e Illllst \erif) that he/she is 'ipcaking \\ith a person listed on the
account. \\ithout the lise of readil) ll\ailahk hiographie<11 inl(mniJtiol1 or account
in formation. usi Ilg one l)f the 10110\\ ing methods:

I. The custOI1l~r is on-site. and pro\ ide~ a valid plH1tn ID. matching th\.' name on the
m:cnullt.

') We can eallthe customer hack at the h.'lcphollC number ofreeortl.
J. Ihe custolller prmides the aCl:Ollllt pasl-mnrd.

After <luthentil:atioll. the customer Illust prm ide an c-Illail mldrcss. is Lhen assigned <l

uscrnamc. and a mndolll pass\\orJ is created h) the s):-tcm. rile pass\\ord is e-mailed to
the c-mail address prO\ ided 11) the ClistOlllL'T. Aner the nJSh'mer logs onto the \\ehsite.
the customer has the Optilll1 10 dHltlge their pass\\ord. 11" a customer 111l'gcls their
pass\\ord. Ihe) can click 011 Ihe appropriate link 011 the \\ebsite. and u new s)stem
gencrated pass\\orJ \\ ill be e-lllailcJ 10 the e-mail wJJress of l"I..'corJ associatcd \\ ilh Ihc
aCCLlUIl(.

AItL-r li\e ullsuccessful aHempls to log into all onlinL' 1l1'1'Ount. onlillL' a~cl'SS is blocked
amI the customer must call (lr comc into the Business Oflicc. I h~ cuslomcr s.crvice
rL'pr~selltati\c must \ eril) thaL he/she is spl:aking \\ ilh a perS{lll lislL'd on the account
ll~ing \H1e of the mcthods listed ahO\e. Alier authL'lltie<ltioli. tIll' cu<;lomL'r mllst estahlish
u nc\\ pass\\or,1. \\hil:h \\ill hc c-l11ailcd 10 the e-mail address or rL'l..'urd thai hm. bet'n
ellccli\e f(lr at k'ast 30 da) s.

AIier <llJlhelltication. the customl:r requesL is pn'l:cssed. <111(1 a notilic<\tion is sent tll the
CLlstollll'r pursuant to the "Notice III Customers (If AI..'COUlll Changes·· section bdm\.

E-uwih.'d Bills
Customers of Oncida Counl) Rural Tdephonc hmc the option or hal ing their bills c­
mailed to them. Customcrs lllUSt l:all Lhc Business Oflice h' sci up thi ... feature. ThL'

7
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CllstOITl~r sen icc rcprcl-clltali\c III US! \cril~ thut hl'lshc is spcn"ing \\ith n person listed
all the aCl'()llnl. \\itIlOlJllhL' usc (11' r('adil~ [l\ailahk biographical illrorl1l~llion or aCl'OllJlt
in format ion. llsi ng l)llL' or the fiJllll\\ jng rncthllus:

,. 1hc customer is on-sile. and prm ides a \ alit! pholo [D. malching the name (111 the
account .

., We (:(111 call the ClIS\()IllCr hack ill the telephone Iltllllhcr nf record.
J. ·1 hI..' customer provides lhe account paSS\\(lrtl.

Alkr :JlJlhclllicalion. the cll~lnrncr request is processed. and a notificatioll is sent hl the
customer pursllnlll to the ··Nnlil:l: to CU<;\Ol1lcrs or !\CCI'LlIll Changes" sccti(lll bel(m.

Addrc~s Chan~{'~, (lost,,1 or e-mail
When cu~tom~rs call tlil' Busincs... Ollicc lll' collle in and rl'lJuc~t an addr~ss change
(either postal address or e~rnail address). lhe !.:lIstOI1l~r sen ice representati\l' must \l'rit)
th,1I he/she is sp!.:aking \\ith a person listed on tile aCCOUllt. \\ilhollt the usc or readily
a\ailabk biographical information or i.ll:courll information. using Oll~ or thl' lollm\ ing
methods:

I. rhe custonH:r is (In-sitl'. and prm iue~ a valid pl1llto ID. matL:hing the IWllle on the
account .

.., \\'e can call1hc cu",'olllcr hack alth!.: lek:phnl1l' Illlmber ol'reL:or(.J.
J, I he customer provides the <ll:coulll pass\\ord.

Afh,:r lllJthcnlicalion. the customer requcst is processed. and a notification is sent to the
customer pursuant to lhe "NNice to Customers (11' Account Changes" sectioll b~lo\\.

Billing Inquiries
When customers call the Businl's.... Office or come in \\ ilh hilling inquires. the customer
senice rcpresL'llInli\l' Illllsi \cril~ that he/she is srcaking \\ilh a person listed on thc
<lCC<lUl11. \\ ithollt Ih~ us!.: or readil~ a\ <lilab1c biographical inll)fJlwtion or account
inlorrmHion. using olle orthc foll(ming Il1ctho(b:

4. Ihl' Cllstlllller is OIH,itl'. anJ rrL)\ illl''' ~l \ .. Iid plllll(l ID. Illatching the na111e 011 th~

lln:ounl.
5. We can c,ll1 thl' customer had. at llll: tdl'pholll' Ilumber llr reC<lrd.
6. Ih~ custOnll'l" prm idL's th~ aCCOU1lt rass\\ord.

OIlier Customcr Sen icc IU(luil'ic,
Other than thl' installce~ Jetailcd ahO\l'. \\hl'l1 a call is I"l'ceiVl'd (11' a pl'rson cuml'S illin
Ihe Mtice. \\C \l'ril) lhat \\C an: spcaking \\ith thl' CUsl\lI11l'r listl'd on thl' m:count hl'li.)rc
<Hls\\~rillg (111) ljucstit1ns regarding the account {lI' making an) challgl's In the account
(other thall changes listcJ <1ho\l'). I'or rl'sidl'lllial aCC(llmts, l'lllplo)ces arc onl)
::wthori/l'd to gi\c information to thc accounl holder (not a contact), rm busille"s
accounts. l'rnplo~ces arc onl) <luthori/l'd to gi\c il1l"llr111<1lion 10 thl' l'ontal't pl'r!>on listcJ
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011 the (lcwunl. rill: person must gJ\C thl'if' name. and \I.:ril) 111L' mailing addrcs~ and
telephone 111l11l her ()r1he <lCl'l llJl1L.

If the m:count i~ marked as "CPNI n.:strictcd·', l'lllplo)cl:s nw) nol lJ~C the customer's
inlormatillll 10 0111.:1" the customer <Ill) other sen ices \\ilhoLJI first obtaining the
customer's \crbn[ pcnni ...sion 10 ll1a~l..· such an orn:r (sec the "Customer Appro\alli.1r use
or CPNI" section). When this nile-lime ilulhori/ation is ohtained from a customer. n
memo is put on their aCCllUlll. Memos ["l'main I)ll a L'llS[OI1lCr"s accnUlll pcrrll<lI1cml).

(ienera] inlllrmtitioll rcgardinJ; our sen ic.:cs llla) he gi\en 10 anyone that illquirl':-',

Business customcr ('xcmplion
rhe COl11pall~ l1la~ hind ibdf contral:tuall~ 10 authcntif.:atinn I"l":gimcs other than tho~c

<.kscrihcd ahm c li)r scnices it prO\ ides tl) its husincss customcrs that hm e hoth a
dedicated account rcprc~el1tative and it contract Ihat :-pecificaJl) addresses thl' Com pall) 's
pro\l..'ctioll ofCPNI.

Noticc (0 ('ustonH'rs of Al'rounl Chan~cs
Oncida Count) RUf:JI Iclcphone nnlifies customcr... \la pt)stal letter \\hell an) or the
l(JII<ming dWIlg.cs arc made to their account:

I. An online account \\as created
") [hc customer's online pa!'.!'.\\nrd \\a:-. changed
3. Ihe ClI!'.t01l1l'f·s hi11ing address Ill' rL'cnrd \\as changed
4, Ihc customer's aCCllll1lt \XISS\\\lrd \\as created 1)1' changed

Notiliciltion" an.: mai1t:d to thl: address or n.::nlrd. pl"(l\'idcd that addrl:ss has been Ihe
aJdresl- 01" record for at least 30 da~~, In cascs \\herc thc addrcss "as changed.
Ilolificntioll is mailcJ to the pre\'iolls address, In cascs \\here thc address of record hns
not heen enccli\ e for 30 cia) s. the nnl iIkatioll is lllai led to the prl'\ inus address or record.

Notifications onl) indicate that a change \\as made to the :lCCI)unl. ilnd do not gi\e an~

detail oflhc chang.e. Ihis lllltilieati(\n is lH)t required \\hcl1thc customer initiates scnic('.
induuing the Sd....clion of;'1 [KISS\\ord ;,It sen ice initiation.

Trouhle Tirkcls
Anyone call report an impairmcl1t Ill" outage. regardless (,I' \\hether thc) arc listed on the
:lCCOlllll. Ilo\\"e\'el". if the pCrS(ln is llotlistcd 011 the at:eounl. no aCC(lunl inlormation call
be gi\'en 10 thelll. In this cast:, Ihl' crnplo)ec wJ,.il1g the call is permitted to wke the
trouble informalion and ad\ isc thai charges I1W) aJ1pl~ if the prohlem is I()und 10 be
caused h) the customcr's cquipmcnt.
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Onl.'idi.l ('~HIIlI~ Rural Ickphonl: dill'S Ihll illlililh: call .. hl cu,lol11cr" lilf till: rurp()~(' or
...uk... llr IllllrJ...cting. Our Ill,ul-.cting is main I) luntll'll In hill insl.'rts i.tIll! llC\\Spapcr
ad\crtlslIlg. although ...uhscrihcr li!-.l inlllrlllalin!l rna~ abo hc u...cll to mail spccial oilers
III our cllslnl1lcrs.

1'\(1 third 110.11'1) i... l'\ cr gi\ ell i.H:CC'>.., III \lllr t,:u..,lolll":r... · pmpricl"lr) net\\ l)rJ... informati(lll Illr
the purpt.)'·.c (If marl..cting.

()ncid,l ("(Hint) Rum! IdcphollC doc... not l ....C' 1I1cai "'1.:'1\ II.:C Clt'l 10 Ifad. ('·lISIl1Jnl'r~;

calb. either hI Cllmpclihlr:- Of all) ntha Iluml'x·r.

I ill: ('('T11ran) \\ill l11;aintain record... 11rallmarJ..cting campaigns \\hich u...~ ("1'1\1. Such
rcnmb \\ill include a dc",cfiplion Ilf Ihl.· cillllp~lign. 11l1.· ...p~cific CP [ u<,;cd in the
cJmpaign. ilnd \\hat prlll!ucts and ...ef\ice>.; \\efC 11!lCfl.·d a>.; a pi1l1 Ill" Ihc cillllpaign. The
(\lmpiJn: ...hall n:tain the fl.·cofd ... !i.'f a llllllimum Ilr Ilnc :car,

I hl.· Cl1lllpan: ha ... e"lal1l1 ...hcd .1 "'UPCf\ ISllf: n:\ ic\\ prll(.·c...... fcg<lrding ctllllpliiJncc \\ith
thc ("I)'\il ruk... I"lf IlUlhllullllmar"l..'ling <,;ituillinn ... and ll1i1intain rceunb of compliance Ii.lf
a minillllllll peri(xl (It (lnC )CiJf. Sales pCf'innnd Illust ohtain 'itlpcn ism) <Ipprln al of an)
pn1pl1scd 11lllhnllllJ mar"ctlng n..'quest Ii.lf CU'lt(lIllCr ,Ippnn al

ColI('ction,
Oncida ('llUnl) RlIfal I c!cphom: initiatc... conlacl \\ ilh Cu lt11l1Cr... for collectioll of unpaid
past due charges. Il1lplll)cCS arc onl) pcrmillcd III pcail. \\ilh the accollnt holder
rcgardlllg thc ullpaid halance or an) pn...... ihk di ...colltinuancc o!" ...cnicc. \\'hcn Ica\ing a
Illessage I(lr thc ill':l.'OUtlt holdcr. cmrlo)l:c", .. rl· 0111y pl:rmilll'l! tll liS" Ihal the <ICC(lUll!
hold!.:r rl.·lurn Ihc call 10 Oncida ("\luIlI) Rural I c1eph(lnl:.

When Ihe ('(lI1lPill1) is unahle 1\1 collcl.:l ,I pasl dlle halanr.:c. Ihe I.:U... IlHTlCr· ... accounl i...
lurned ll\cr III a tlmd parly colh:Clillll agclll'). 1·ll1rhl)l·l·... an: rX:f1l1ith.:U 10 giH' thi ... lhird
part) tilL: I.:llSIOI1lCr"s !HIIllI:...Jdn: ....... Iclcphonc 1ll1lllhcr. sOL:ial ",cl.:urit) nUlllber (if
"mmn). and amollnt (1\\ cd. ('Ilpies or Cll ... tolllcr bill ... ,IfC 11\11 gi\ct1 to thc ~ollCClioll

agenl'~

.Iuint \ cnturc/Conlr:IClnr..
fhc ('\lmran~ l11u,,1 obwin e'\pliciL appnl\i11 rr()1l1 a CU..l\lllll·f hel\lfc oi ..c1osing CP'I Itl
joint \l'nLure P.1rtIlCf<; I)r inocpemknt C(lntral·hlf". ()ncid,1 {·llunL~ Rural Iclcphonl: doc,

n(llll1sdos~ L:lIst01l1~r {,P~I to conLractor... orjoll\l \~llIUre pilftllcr~.

111
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Ollu.'r C1lITicr~

CU"itolllcrs or Oll~ida (\H111I~ Ruml Icll'phone t1la~ also sllbscrib~ 10 long distQnc~

sen,ices pnHiJcd h~ (llher carriers not aflilialcd \\jlll Oneida ('ollnt~ Rural Ickphonc.
We \cril\ the aCCllI'ilC) or Ihe custoll1er inli.mnation contained in PIC change requests
and porting n.:qucsts hdi.ln: making changes in our s\"ilch. Oneida Count) Rural
rckphonc dllCS IllH share an) CPNI \\ ilb these carriers. I he inl<:lnnatinn sent 10 us is
gh en to the olher carrier h) the CllsIOll11.:r.

Oneida ('Ollllt\ Rural Ic1CI,holll.' dtleS l1ll1 l'onlacl the customer after rccci\ in" a chall"l'. e e
request 1'1'0111 another carrier. except li1r hilling and colh.:l:tion purposcs.

L:'IW Enforcement
Customer intormation Ill:l\ he pnl\ided to la\\ l'nroreeJ1lcnt agel1Cll'~ that prO' ide a
~uhpllena fiJI' the information.

Tnli"ing
Lmplo)ees 01" Oneida Count) Rural Ielephone arc trained to protect CPNI ,crhall~ and
"ith \\rillcll prol:edllrCs, All pl'Ocedun.:s il1\,t\I\"C onl) :In<;\\(:ring qucsti('l1s inwming
I"rol11 l:lIst01l1ers. Il(lt nHI~ing sales or ll1ar~eting calls to customer". J"hcre arc 110 duties
requiring or auth(,ri/ing l'l11plo)l'CS to call custolllers till' lllal'~ctil1g purposes: joh
dl'~criptions lilr customer sen icc representati\cs onl) include ans\\cring questions from
customers. I'mplo)ccs arlO trained tn autlll'nticate CllstOllll,'l'S as described in these
guidelines.

Oncida CnUnl) Rural I elephone' s customer sen iel,' rq1resentati\'es ha\l' cach hl,'en \\ ith
our com pan) at least four ) can,. some with mer lilh:1,'1l )Cilrs' I,'xperil,'ncc. All or these
cmplo)ccs arc awan.: orthe C(lmpan)'s p(llicil,'s,

I}isciplin:'lr." Process
l'lllplnyees \\ho Yi(llatl,' thl,' COlllpall)'s CPNI guidclines <Ire tirst gi\cn a \crhal warning,
A sCl:ond olTcnsc rcsults in ~l \\rillCn \\arning from tluman RcsourcL's. A third ol'h:nsc
results in suspension or termination.

Notice of llnlluthnri£cd Oisclusu re of ('PNI

A,:, S(lOll <l~ practicahle. an in no c\cntlatcr than sc\cn (7) business da)'s. ulkr reasonahle
dctcrminatioll 01" the hread. till' CompJIl) \\ill ch:ctmnicall) l1otil~ the lInitcd States
Secret Scn ice ("USSS") and thl' l'c(!I;ml Bureau or 111\ estigatioll ("I 131"') thwugh a
cClltral rcrLlrting tadlit). rhc internct lin~ 10 the rcp\lrtillg li.lcilit~ that shall hc lIsed b)
the ('oll1pan) shall he that maintaincd b~ the I'C(' al/JlIp. 11'11'11')('(',.':01' eh qJlli.

11



Oneida County Rnml Telephone
( /I\lnlll~'" fll"/I/'fll'/II/\ '.'111 (/,.~ IlIlnrfllltl/il/l (Ipcralillg (;/IId"llI/n III/" 1.1II1"on'l'I
I{C\ i,cd :! ... J Oil

Not\\ilhqilnding ;J11~ ...li.lh.'I'I\\ Inlhc r.;nl1lrar~.lhl.' ('Ol11ran~ ...hall 1111( nl111(\ customers Of
Ji"dosl' the hrc'lch III the public ullIil "'\..'\1;11 (7) rull hU'iilll'SS da~s ha\1.' pn......ed alter
lllllilicatillll hI the l'SSS <Ind the I·BI ewept if the ('()Illpall~ hdic\I..· ... thai there is an
,.O<\Ir..lI'rtlll1;:lril~ urgent nCl.'d 10 nOlil~ 'JIl~ class (\1' aflcch...d cU"lol11l.:rs S(loner than the
...e\en (7) husinc..." da~s prO\idcd !ilL III order lu a\(1i<..l 1I11l11l..'diah.' and lrrcparahk h<lml.
the Cmllriln~ ... Iwll S(l indicilte in i'" nOlilit:millll and 111"~ pml:ccd 10 immcdiiJlcI~ l1otil~

il"i il Ilcl'lcd l:u..,hllllcrs olll \ <llkr C{ln...ultatil'll \\ Ilh thl' rdc\ ani i ll\ c'>ti !..lilt illl! ::u!cnn, fhc
Comp<lll) shall l:llllperale· \\ith Ihc rde\ant ime,ti!!alll1!! ;!!!Cnl')'", rC:lucs~ h~ mi;limil'c
an~ ad\ er...e clTeCh llr ...uch customer notilleation

If the rde\alll ill\cstigating agenc~ determincs that pllhllC: di,c!pslIre or notice tn
cus\(ll1lers \HHJld Impede or C\lmprmlltSe ,.Ill ll!lg\\ing llr JlI\lclltial t.:rllninal im6tigalionl1r
natipnal ...et.:lIrit~ ....uch agell("~ l1la~ directlhc Clll1lpan~ 11111 to so di ...ch'...e llr notil~ ror an
inilial rx-rilx! of lip to .10 da~ 't. '-luch rx-ritxl ma~ he e'teTlded b~ the <lgellc~ a ... fcasonahl~
l1eccssar~ in the Judgmcllt of tht.: agenc) If slll:h dlrCCli\lIl is gi\ t.:1l. thl' agt.:l1c) shall
llolll~ thc C(lmpan) \\ht.:n it appears that puhlic di ...ch",urc or 1101ict.: to alli:ctcd cllshllll..:r'"
\\111 no longer Impede or compnHni ...t.: a criminal in\ l'stigallon \\r mlllllllal ...eclIrit).1 hc
<Igcl1C) ...hall pm\ ide in \\riling its initial diredll1n to thc Cllll1ran~. an~ subsequcnt
e\ll'nsioll. and <Ill) nl1liliciltit1n tlwt not in.' \\ill IW Itlll!!l'r IIllIX'dc nr l:ompmmisl: a
erilllll1al Ill\csllgntioll or natiunal ...t.:cunt~ amI ... uch \\l"illl1gs ...hall he C(lntclllJl(lrJncollSI)
logged (111 thc ...allll.' rcponlllg 1:1Cilit~ Ihat cOlllains rccord... Ilr nulilicillilllls Iilcd h) the:
Clllllp<tn~

\lil'r thl.' ('olllpall~ has compkted tile pml'CS'" 01 lllllil~il1g 1,1\\ enf(lfeel11CllL the
(\11ll pall~ ... ha II not i(\ its l'llstulllcr... III a brl'ad, or thosl' l'll ...1I1lllcrs' (' PN I.

I he ('umpatl) shall Illainwill a recNd. l'keu'(11l1call) or III "llllll' nth~r manTler. or <lTl)
hrear.:hes discO\crell. n(lliticali~)lls made In Ih..: llSSS and Ihl.' 11\1, anllnotilll:atiolls madc
In l'uslnmers, 1he rr.:corll "hall inclulle. if a\ aibble, dates or dl"'CI1\ l:1') and Iltltiticati(lIl. a
lletailcd dcsr.:ripti{lll nrthe CI)NI that \\as thl' .;uh.kcl orthl' hreach, anllihe circumstances
(11' the hreach, I he ('ompWl) shall rr.:tain the rr.:Cllrlll~ll· a lllinilllUlll or:! ycars.

1\ ... used in Ihis sel:lioll. a "hrear.:h" has occurred \\hCll a pl'NIIl. \\ithoUl aUlhoril'i.lIion or
exccl'dlll!,; iluthnri/iltioll, has intentionall) gilil1l'd aCl'e"s 10, used. or disl:kl ...~d ('PNI.

('ompli:lnc(' Ccrtific:lh.'
\11 olllcer. a... an agclll or th~ Compall~. :-.hall ... igll a c01l1pliancl' ccrtilicalc on an ..mnu.1I

hasis slaling that the olllcer has personal kllll\\ ledge Ihat the C~lInp:lI1~ has cstahlisheJ
opef:.lting pmccJurl.'''' that arc adequalt.: 10 cnsure Cll1l1pliance \\ ilh li:dcral ('PNI
regulation.... I he: ('omp:lIl) shall indude \\ilh Ihc ccrtilic;.lIio!l il sialellll'ni t.:xplaining
lum the ('(lInp,Ul)'" operating pfllCcdure';l'nsurc tiwi it is or IS 11(\t in wmpliance \\ilh the
rules in Ihi .. sllhran. ;\dditiol1all~. Ihe C\)Jnrall) ...hall include: \\ith lis certifil'ation all
e'plilniltioll or iln~ actions taken again"! data hrl,k('r.; and il Slll1ll11ilr~ \11" all ClIs.tomcr
complaints recci\t.:d in the past )car wnccming tht.: Ullillithori/e:d re!c.: ..lSC 01" (PI\;I. rhe
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C(ll1lpall~ shall ma~t: thi ... filmg anl111all~ \lilh the Lnli.'fcl'mcnl BlIrc~llI (If the ITC llll or
hdc.'fl.' f\larch 1 in I B Dodel N\l, 06 ,6. 11.,[ dala pcnailllllg 10 Ihe pre\ iou:-. calendar
~car.

Notil'C uf Nun-Compliance
I he Cnmpun) shall pn\\ ide III till.: "Ct' \HillCn lllllilo;C \\ ithin fi\l: hu... im:ss da) ... of Ull)

in!'ltal1l.:c \\here the Opt-out mCChalll"llls. do nol \\llil prupcrl)_ In <,llch .1 dt.'gn:(' lhat
con"lIll1c",' inabilil) \(1 Opt-out is more than'lIl :mllmal) Ih.... lll)(in: shall he in the 11.1rm
jell' a letter. and \\ill lIldudc Ih.... Ctllllp'lll)·S name. a dc:-.criplil'll of the Opl-UUI
I11CChill1i"m(s) llsed. the prtlhlcmhl c'"rcril:nccd. the n:llu:d) prop4.1"l.'d and "hell till'
COll1pan~ \\ill did llllpkmcni it. \\hClhl,.'r Ihc rdC\arll ~lall.' cllmmi~~i\,.lI1(~) has becn
notilit:d .md \\)1I.'lhcr it hao,; taken all~ action. a CI)P~ of th(" l111tict: Pfll\ ideu 10 cllsh.lm("r~.

and Cllnl.ll:1 infonmlllllll. 1hl.: (\lll1pall~ ~h .. 11 pro\ id(" such noliel.: ("\ell if thl.: Comp;:lIl~

(lifers oll1(:r mClhods h~ \\hich C(lnSllm\"'r<.; 11l<l~ OPHlllt. and (Inl~ (lnt: or those Illelhod~

\\as an~cll.:d.
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